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Thisseminarwill summarisethecurrentstateof the
lawsuit thatSCOhasbroughtagainstIBM for breaches

of contractandallegedtransferof UNIX sourcecodeinto
theLinux kernel.Wewill alsoexaminehow to construct

toolsfor comparingtwo distincttreesof C code.
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WhereThis All Began– Part One

1970s:UNIX createdin AT&T' s Bell Labs.AT&T
unableto sellUNIX. Universitiesableto obtain
licensesto modify code.
1980s:AT&T createsindependentUSL to sell
SystemV UNIX. Sourceandbinarylicenses
available.Various3rd partyUnices(Solaris,AIX,
Ultrix), aswell astheBSDbranchfrom Berkeley.
1990s:BSD releasesNet/2.Later, USL suesBSDi
andUCB for 32V licenseviolation. Settledoutof
courtwhenNovell buysUSL.
Sametime: LinusTorvaldsdevelopsLinux kernel
whichhasnoUNIX sourcecodelegacy. BSDsmiss
outdueto legal cloud.
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WhereThis All Began– Part Two

Novell renamesSystemV to Unixware.SystemV
beginsto show its age.Sunmanagesto keep
improving Solaris.Ditto for IBM' s AIX.
TheSantaCruzOperationbuysUnixwarefrom
Novell, renamesasSCOUnixware.
Linux improvesin leapsandboundsfrom
individuals& companieslike IBM, SGI,Calderaetc.
Calderamergeswith SCOto getsaleschannels.
Must supportlegacy UNIX codeaswell.
SCO/Calderarenamesitself astheSCOGroup,not
theSantaCruzOperation.
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Simpli�ed UNIX Family Tree
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For way toomuchmoreinformation,see
www.levenez.com/unix/history. html
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SCOvs. IBM

IBM hasSystemVR4 sourcelicense,usedto
developAIX. IBM hasalsocontributedcodeto the
Linux kernel.
March2003:SCOsuesIBM for $3B in damages,
claimsIBM violatedsourcelicense,allegesIBM
introducedUNIX codeandmethodsinto theLinux
kernel.
SCOcontinuesto distributeLinux until May 2003.
SCOclaims“millions of linesof UNIX code”in
Linux, shows ~30linesof similar codein public.
SCOconsidersdemandinglicensefeesfrom Linux
usersto protectthemfrom futurelegal action.
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SCO'sEvidenceof StolenCode
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SCO'sEvidenceof StolenCode

CorrespondingSystemV code:
s = splimp(); /* enter critical region */

for (bp = mp; bp->m_size && ((bp-mp)< MAPSIZ); bp++) {

if (bp->m_size >= size) {

a = bp->m_addr;

bp->m_addr += size;

if ((bp->m_size -= size) == 0) {

do {

bp++;

(bp - 1)->m_addr = bp->m_addr;

} while ((bp - 1)->m_size = bp->m_size);

}

splx(s); /* exit critical region */

return (a);

}

}
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Commentson This Example

Yes,SysVcodewasplacedinto theLinux kernel.
Not by IBM, but by SGI for theia64platform.
Thecodewasremoveddueto its “ugliness”.
Code�rst appearedin UNIX in 1973, andis based
ona1968algorithmby Knuth.
Codewaspublishedin bookform in 1997.
CalderareleasedearlyUNIXesundera BSD license
in 2002,beforecodewasaddedto Linux!
TheUnix HeritageSociety(which I run)wascritical
in tracingthecode'sgenealogy.
I hadto sendSCOcopiesof theUNIX codefrom
beforeSystemV!
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The Other CodePresentedby SCO

SCOpresentedanothersnippetof codein Linux
which it claimedwasfrom SystemV.
Thecodeturnsout to beBerkeley PacketFilter code,
written in 1991andplacedundertheBSD license:

Copyright (c) 1990,1991TheRegentsof theUniversityof

California.Redistributionsof sourcecodemustretaintheabove

copyright notice,this list of conditionsandthefollowing disclaimer...

It seemsthatwhentheBPFcodewasintegratedinto
SystemV, theBSD copyright noticewasremoved.
Thus,if SCObelievesthatthis is their code,
someoneviolatedtheBSD licensebetween1991
andnow.
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How to Tell if SCO is Right?

TheUnix HeritageSociety& its membershas
accessto severalversionsof SystemV sourcecode.
Weneedcodecomparisontoolsto spotany
SystemV codein Linux, andviceversa.
Codecomparisonisn't easy:

codecanberearranged,
variablesrenamed,
commentsadded& removed

Existingtoolsmostlyline-based,will only spot
unalteredcodecopying.
Full parsetreeanalysisimpossible,dueto C
pre-processordirectivesandmacros.
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CodeComparisonRequirements

Must permitcoderearrangementandvariable
renamingetc. to someextent.

Must bereasonablyfast:O(n2) or better.

Coderepresentationmustbeexportablewithout
giving codeaway;allowsotherto verify code
comparison.
If possible,shoulddetectdifferentcodingof same
algorithm:tradesecretissue,notacopyright issue.
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My Idea: Lexical Comparison

BreakC codeinto lexical tokens, comparerunsof
tokens.
This removesall semantics,but dealswith code
rearrangement.
C hasabout100lexical units:

Singlechars: [ ] { } + - * / % !
Multiple chars: ++ && += !=
Keywords: int charreturnif for while dobreak
Values: identi�ers “strings” `x' 1000L

Encodeeachtokeninto 1 byte,thendo “string”
comparisonon2 strings,onefor eachcodetree.
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1st Implementation: Brute-Force

1stimplementationwasaproofof conceptone.
For eachtokenin �rst string: �nd matchingstrings
startingat thispoint in thesecondstring:

HELLOTHEREHOWAREYOU?
WHATCELLOBEWARELOTHERE?
Valuesof identi�ers, string& otherconstantsare
stripped,soasto not revealoriginal code.

Brute-forceis O(n � m), n & m arestringlengths.

Sloweddown by keeping“LINE” tokenswithin the
datastructures,andby poorloopdesign.
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1st Implementation: Poor Accuracy

Missedsomematchesduefalseskipping,e.g:

HELLOTHEREHOWAREYOU?
WHATCELLOBEWARELOTHERE?

(H)ELLO matches(C)ELLO, but can't skip to
THERE,as(L)LOTHEREmatches(E)LOTHERE.
Too many falsematchesdueto lossof identi�ers,
andalsocommonC features:

#include < word . word >
#include < word . word >

and

int id [ ] = ( num, num, num,
num, num, num, num, ...
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Fixesto 1stVersion

Remove skipping.Add run-timeswitchto ignoreC
pre-processordirectives.
Encodebottom16-bitsof numericconstants.

Allows rejectionof non-matchingnumeric
constants.
Revealssomedetailsof theoriginal code,not
enoughto breachcopyright issues(I hope).

Still many falsepositives,e.g:

for (d=0; d < NDRV; d++)

and

for (i=0; i< j; i++)
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CodeIsomorphism

Codewhich is isomorphiccanbedetectedif we can
seea1-to-1relationshipbetweenidenti�ers:
int maxofthree(int x, int y, int z)

{
if ((x>y) && (x>z)) return(x);
if (y>z) return(y);
return(z);

}

int bigtriple(int b, int a, int c)
{

if ((a>c) && (a>b)) return(a);
if (c>b) return(c);
return(b);

}
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CodeIsomorphism

Must recordorderof occurrenceof eachidenti�er in
each�le: 1stid, 2ndid, 3rd id, 1stid again,3rd id
again.
Thencheck1-to-1identi�er correspondence:

Identi�er Tag Tag Identi�er
x id1 , id1 a
y id2 , id2 c
z id3 , id3 b

But if new identi�er q ) b, errorasz ( b.
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2nd Version: Isomorph + Hashes

Keep16bitsof numericconstants.Keepnumeric
identi�er tags.Still allowsexport of tokenisedcode
tree.
Isomorphiccodereducesfalsematches.
Hashgroupsof 4 tokensinto 32-bit integer.
Integercomparesreducecostof comparison,but
only oncethestartof a run is found.Still, about4x
fasterthanbrute-force.
Must still traversetokenby tokento �nd startof run.
Initial isomorphismcodewasbuggyand
complicated;actualsolutionturnedout to bevery
elegant.
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Rabin-Kar p ComparisonAlgorithm

Existingcode:searchto �nd start,searchto �nd
matchingrun.
Assumewewantto �nd minimummatchof m
tokens.
Oncepossiblestartof a run is found,mustdoup to
m tokencomparisonsto provematch,i.e.
strcmp(“cat”,“car”).
Instead,calculatehashof �rst tokenrunof sizem,
hashof secondrunof sizem, comparehashes,i.e.
hash(“cat”)== hash(“car”)?

Userolling hashfunctionthatis O(1) to shift 1
token,i.e. calculatinghash(“arm”)from hash(“car”)
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3rd Version: UseR-K for Speed

Givenminimumthresholdm, useRabin-Karpto
�nd matchingtokenhashesof lengthm from �rst
codetreein thesecondcodetree.
No identi�er tagsnornumericvaluesusedherefor
speed;morenon-matchesthanmatches.
Possiblehashcollisionsanyway, sothenfollow up
with isomorphictestto �nd possiblylonger runs,or
disprove the`match' foundby Rabin-Karp.
Keeptrackof matches,sowedon't reportsmaller
matchesin thesamearea,e.g.“HELLO” matches
“HELLO”, but “ELO” matches“ELO”.
About8 to 16 timesfasterthanthebrute-force
approach.
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Validating the Lexical Approach

In theUSL vs. BSDi courtcasein the1990s,USL
allegedtheexistenceof signi�cant amountsof 32V
codein Net/2,whichhadbeenreleasedunderaBSD
license.
Kirk McKusick's depositionin thecase: thereare
only 56 linesof codecommonto the32V andNet/2
kernels(13K linesin 32V, 230K in Net/2).
Lexical comparison�nds all but 7 of theselines:
singlesor doublesbelow thethresholdof 20 tokens.
Total run timeon2GHzPentium:50seconds.
However, thecomparison�nds severalotherrunsof
similar codenot foundby McKusick.
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32V cf. Net/2: MissedMatches

Net/2

if (bswlist.b_flags & B_WANTED){
bswlist.b_flags &= ~B_WANTED;
thread_wakeup((int)&bswlist );

}

32V

if (bfreelist.b_flags&B_WANTED) {
bfreelist.b_flags &= ~B_WANTED;
wakeup((caddr_t)&bfreelist) ;

}
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Commentson Implementation

Thebruteforceversionworksbut is slow.
Algorithmsarelike tools: usethemwhereyoucan.
Know arepertoire,andhaveagoodreferencebook.
Why did I considerlexical analysis?I wasexposed
to acompilercourse.
Isomorphiccomparison:elegant& clever IMHO.
Only tokens,portionsof numericconstants,
identi�er tagsexportedfrom sourcetree:this should
notbreachlicenseconditions.
Regardless,any comparisonof millions of linesof
codewill beslow.
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Other Usesfor CodeComparison

DareI sayit? Plagiarismdetection.
Candetectvariablerenamingandcodereformatting.
However, experienceindicatestherearelotsof code
similarity in introductoryprogrammingcourses:
generallyonly oneway taughtto do things.
Moreusefulfor advancedcoursesandstudent
projects.
Anotheruse:codegenealogy. It wouldbeusefulin
tracingthedevelopmentof codetrees,whereno
sourcecoderevisionsystemhasbeenused.

ComparingC CodeTrees– p.24/25



Where to get the Implementation?

For info onSCOvs. IBM, see
http://www.groklaw.com
My lexical comparisontool is at
http://minnie.tuhs.org/Progra ms/
It includesacollectionof tokenisedsourcetrees,
includingseveralSystemV releases.
Overall: 1,000linesof C, 100linesof header�les,
250linesof lex source.
Eric Raymond's line-basedcomparisontool is at
http://www.catb.org/~esr/comp arato r/
His alsohasclevernessbuilt in, soeachtool should
validatetheother.

ComparingC CodeTrees– p.25/25


	{Where This All Began -- Part One}
	{Where This All Began -- Part Two}
	{Simplified UNIX Family Tree}
	{SCO vs. IBM}

