Dr. WarrenToomey, Schoolof IT

wtoomey@staff.bond.edu.au

This seminamwill summariséhe currentstateof the
lawsuit thatSCOhasbroughtagainstIBM for breaches
of contractandallegedtransferof UNIX sourcecodeinto
theLinux kernel.We will alsoexaminehow to construct
toolsfor comparingwo distincttreesof C code.
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1970s:UNIX createdn AT&T' sBell Labs.AT&T
unableto sell UNIX. Universitiesableto obtain
licensedo modify code.

1980s:AT&T createsndependentSL to sell
SystemV UNIX. Sourceandbinarylicenses
avallable.Various3rd party Unices(Solaris,AlX,
Ultrix), aswell asthe BSD branchfrom Berkeley.

1990s:BSD releasedlet/2. Later USL suesBSDi
andUCB for 32V licenseviolation. Settledout of
courtwhenNovell buysUSL.

Sametime: Linus TorvaldsdevelopsLinux kernel
which hasno UNIX sourcecodelegag). BSDsmiss
out dueto legal cloud.
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Novell renamessystemV to Unixware. SystemV
beginsto shaw its age.Sunmanages$o keep
Improving Solaris.Ditto for IBM's AlX.

The SantaCruz Operationbuys Unixwarefrom
Novell, renamesasSCOUnixware.

Linux improvesin leapsandboundsfrom
Individuals& companiesike IBM, SGI, Calderaetc.

Calderameigeswith SCOto getsaleschannels.
Must supportlegacy UNIX codeaswell.

SCO/Calderaenamestself asthe SCOGroup,not
the SantaCruz Operation.
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Simpli ed UNIX Family Tree

Linux >
4.xBSD >
Research _— Net/2

—> 32V

UNIX N\
CN, o >

PWB ——> Syslll ——> SysVR4—> Unixware ——> >0 —

Unixware
—> Xenix > SCQ >
Xenix
1970s " 1980s 1990s 20005

= For way too muchmoreinformation,see
www.levenez.com/unix/nistory. ntmi
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www.levenez.com/unix/history.html

IBM hasSystemVR4 sourcdicense,useadto
developAlX. IBM hasalsocontrilutedcodeto the
Linux kernel.

March2003:SCOsuesBM for $3B in damages,
claimsIBM violatedsourceicense allegesiBM
IntroducedUNIX codeandmethodganto the Linux
kernel.

SCOcontinuedo distribute Linux until May 2003.

SCOclaims“millions of linesof UNIX code”in
Linux, shavs ~30Ilinesof similar codein public.

SCOconsidergsiemandindicensefeesfrom Linux
usersto protectthemfrom futurelegal action.
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s Evidenceof StolenCode



SCO's Evidenceof StolenCode

CorrespondingystemV code:
s = splimp(); [* enter critical region */
for (bp = mp; bp->m _size && ((bp-mp)< MAPSIZ); Dbp++) {
If  (bp->m_size >= size) {
a = bp->m_addr;
bp->m_addr += size;

If  ((bp->m_size -= size) == 0) {
do {
bp++;
(bp - 1)->m_addr = bp->m_addr;
} while ((bp - 1)->m_size = bp->m_size);
}
Splx(s); [* exit critical region */
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Yes,SysVcodewasplacedinto theLinux kernel.
Not by IBM, but by SGIfor theia64 platform.

Thecodewasremoveddueto its “ugliness’”.

Code rst appearedn UNIX in 1973 andis based
ona 1968algorithmby Knuth.

Codewaspublishedn bookformin 1997.

CalderareleasecearlyUNIXesundera BSD license
In 2002,befole codewasaddedo Linux!

TheUnix HeritageSocietywhich | run) wascritical
In tracingthe codes genealogy

| hadto sendSCOcopiesof the UNIX codefrom
beforeSystemV!
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SCOpresentednothersnippetof codein Linux
which it claimedwasfrom Systemv.

Thecodeturnsoutto be Berkeley Packet Filter code,
writtenin 1991andplacedunderthe BSD license:

Copyright (c) 1990,1991 The Regentsof the University of
California. Redistrilutionsof sourcecodemustretaintheabore
copyright notice,thislist of conditionsandthefollowing disclaimer..

It seemghatwhenthe BPF codewasintegratedinto
SystemV, the BSD copyright noticewasremoved.

Thus,iIf SCObelievesthatthisis theircode,
someoneiolatedtheBSD licensebetweenl 991
andnow.
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TheUnix HeritageSociety& its membersas
accesgo severalversionsof SystemV sourcecode.

We needcodecomparisortoolsto spotarny
SystemV codein Linux, andvice versa.

Codecomparisonsn't easy:.

codecanberearranged,
variablesenamed,
commentsaadded& removed

Existingtools mostlyline-basedwill only spot
unalteredcodecopying.

Full parsetreeanalysismpossibledueto C
pre-processatirectvesandmacros.
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Must permitcoderearrangemerdndvariable
renamingetc. to someextent.

Must bereasonablyast: O(n?) or better

Coderepresentatiomustbe exportablewithout
giving codeaway;, allows otherto verify code
comparison.

If possibleshoulddetectdifferentcodingof same
algorithm:tradesecretssue notacopyright issue.

ComparingC CodeTrees—p.11/25



BreakC codeinto lexical tokens comparaunsof
tokens.

Thisremovesall semanticsbut dealswith code
rearrangement.

C hasaboutl00Ilexical units:
Singlechars: []{} +-*/%/!
Multiple chars: ++ && += I=

Keywords: int charreturnif for while do break
Values: identi ers “strings” x' 1000L

Encodeeachtokeninto 1 byte,thendo “string”
comparisoron 2 strings,onefor eachcodetree.
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1stimplementatiorwasa proof of conceptne.

For eachtokenin rst string: nd matchingstrings
startingatthis pointin the seconastring:

HELLOTHEREHONAREYOU?
WHATCELLOBEWARELOTHERE?

Valuesof identi ers, string& otherconstantare
stripped,soasto notrevealoriginal code.

Brute-forceis O(n m), n & m arestringlengths.

Sloweddown by keeping‘LINE” tokenswithin the
datastructuresandby poorloop design.
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Missedsomematchegsluefalseskipping,e.q:

HELLOTHEREHONAREYOU?
WHATCELLOBEWARELOTHERE?

(H)ELLO matchegC)ELLO, but can't skipto
THERE,as(L)LOTHERE matchedE)LOTHERE.

Too mary falsematcheglueto lossof identi ers,
andalsocommonC features:

#include < word . word >
#include < word . word >

and

nt 1d [ ] = ( num, num, num,
num, num, num, num,
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Remoave skipping.Add run-timeswitchto ignoreC
pre-processadirectves.

Encodebottom16-bitsof numericconstants.

Allows rejectionof non-matchinghumeric
constants.

Revealssomedetailsof the original code,not
enoughto breachcopyright issueq| hope).

Still mary falsepositves,e.q:

for (d=0; d < NDRYV; d++)
and

for (1=0; I< |; I+4)
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Codewhichis isomorphiccanbedetectedf we can
seea 1-to-1relationshippbetweendenti ers:

INt maxofthree(int X, Int 'y, Int 2)

! if  ((x>y) && (x>z)) return(x);
if (y>z) return(y);

return(z);
}
Int  bigtriple(int b, Int a, Int )
{

if ((a>c) && (a>b)) return(a);
If (c>b) return(c);
return(b);
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Must recordorderof occurrencef eachidenti er In
eachle: 1stid, 2ndid, 3rdid, 1stid acain, 3rdid
acain.

Thencheckl-to-1lidenti er correspondence:

ldenti er | Tag Tag| Identi er
X dl , idl a
Yy d2 , 1d2 C
Z d3 , 1d3 b

Butif newidentier q) b, errorasz( b
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Keepl6 bits of numericconstantsKeepnumeric
iIdenti er tags.Still allows export of tokenisedcode
tree.

somorphiccodereducedalsematches.
Hashgroupsof 4 tokensinto 32-bitinteger.

ntegercompareseducecostof comparisonbut
only oncethestartof arunis found. Still, about4x
fasterthanbrute-force.

Must still traversetokenby tokento nd startof run.

Initial iIsomorphisncodewasbuggyand
complicatedactualsolutionturnedoutto bevery
elegant.
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EXxistingcode:searchto nd start,searchto nd
matchingrun.

Assumewe wantto nd minimummatchof m
tokens.

Oncepossiblestartof arunis found, mustdo upto
m tokencomparisonso prove match,i.e.
strcmp(“cat”,“car”).

nsteadcalculatehashof rst tokenrun of sizem,
nashof secondun of sizem, comparehashesi.e.
nash(“cat”)== hash(“car”)?

Userolling hashfunctionthatis O(1) to shift 1
token,I.e. calculatinghash(“arm”)from hash(“car”)
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Givenminimumthresholdm, useRabin-Karpto
nd matchingtokenhashe®f lengthm from rst
codetreein thesecondcodetree.

No identi er tagsnor numericvaluesusedherefor
speedmorenon-matcheghanmatches.

Possiblehashcollisionsanyway, sothenfollow up
with isomorphictestto nd possiblylonger runs,or
disprove the match'foundby Rabin-Karp.

Keeptrackof matchessowe don't reportsmaller
matchesn thesameareae.g.“HELLO” matches
“HELLO”, but “ELO” matchesSELQ”.

About 8 to 16 timesfasterthanthe brute-force
approach.
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In the USL vs. BSDi courtcasaen the1990s,USL
allegedthe existenceof signi cant amountsof 32V
codein Net/2,which hadbeenreleasedindera BSD
license.

Kirk McKusick's depositionn thecase thereare
only 56 linesof codecommonto the 32V andNet/2
kernels(13K linesin 32V, 230K in Net/2).

Lexical comparisonnds all but 7 of thesdines:
singlesor doublesbelawn thethresholdof 20 tokens.
Total runtime on 2GHz Pentium:50 seconds.

However, thecomparisonnds severalotherrunsof
similar codenot found by McKusick.
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32V cf. Net/2: Missed Matches

Net/2

If (bswlist.b_flags & B WANTED){
bswilist.b_flags &= ~B WANTED;

thread wakeup((int)&bswlist );
}

32V

If (bfreelist.b_flags&B WANTED) {
bfreelist.b_flags &= ~B WANTED;

wakeup((caddr_t)&bfreelist)
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Thebruteforceversionworksbut is slow.

Algorithmsarelik e tools: usethemwhereyou can.
Know arepertoire andhave agoodreferenceéook.

Why did | considetexical analysisd wasexposed
to acompilercourse.

Isomorphiccomparisonelegant& clever IMHO.

Only tokens,portionsof numericconstants,
identi er tagsexportedfrom sourcetree:this should
not breachlicenseconditions.

Regardlessany comparisorof millions of lines of
codewill beslow.
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Darel sayit? Plagiarismdetection.
Candetectvariablerenamingandcodereformatting.

However, experiencandicatesherearelots of code
similarity in introductoryprogrammingcourses:
generallyonly oneway taughtto do things.

More usefulfor advancedcoursesandstudent
projects.

Anotheruse:codegenealogylt would beusefulin
tracingthe developmentof codetrees whereno
sourcecoderevision systemhasbeenused.
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For info on SCOVvs. IBM, see
http://www.groklaw.com

My lexical comparisortool is at
http://minnie.tuhs.org/Progra ms/

It iIncludesa collectionof tokenisedsourcetrees,
Including several SystemV releases.

Overall: 1,000linesof C, 100linesof headerles,
250Ilinesof lex source.

Eric Raymonds line-basecomparisoriool is at
http://www.catb.org/~esr/comp arato r/

His alsohasclevernessuilt in, soeachtool should
validatethe other
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